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Item Symbol Identifier Angular Grid location | Invention
Coordinates Relationship
Sensor Assy. SA#1 110 Fig. 4 -Ro/2, 0, hl Fixed Point
Sensor Assy. | SA#2 120 Fig. 4 +Ro/2, 0, h2 Fixed Point
SA pole hl - n.a. -R0/2,0,0 Pole Base
SA pole h2 - n.a. +Ro/2, 0.0 Pole Base
SA #1 FOV RsSA1 - Theta A, vector Centerline
Phi of FOV
Ca 401 Fig. 4 Xoa, Yoa, 0 Grid point
SA#2FOV RsSA2 Theta B, vector Centerline
Phi of FOV
Cb 402 Fig. 4 Xob, Yob, 0 Grid point
Range Ro - Fig. 4C Ro/2,0,0to— | Baseof h2
Ro/2,0,0 to hl
SA range Roh - Fig. 4A -Ro/2, 0, hl to | Between SA
Ro/2, 0, h2 #1-#2
A, SA #1,SA | Cardinal Fig. 4A (-Ro/2, 0, h1), | Defines
Triangle 1 #2,&Ca Points (Ro/2,0,h2), | centerline
(Xoa, Xob, 0) | SA#1
A SA#1,SA | Cardinal Fig. 4A (-Ro/2, 0, h1), | Defines
Triangle 2 #2,& Cb Points (Ro/2, 0, h2), | centerline
(Xob, Yob, 0) | SA#2
A ,method1 |SA#1,SA |Fig 4A Theta Ao, Ro, hl & h2 Compute
Harmonization | #2, & Ca Theta B Rsao
Triangle 3A Phi A
A, method 1 SA#1,SA |Fig 4C Theta A, Ro, hl, & h2 Compute
Harmonization | #2, & Cb Theta Bo, Rsbo
Triangle 3B Phi B
A,method2 |SA#1,SA |Fig 13 Theta 1 & Ro,hl & h2 Compute
Harmonization | #2, & OIP Theta 2 Rsl1, Rs2
Triangle 4
oIp OIP & Fig. 14,403 | Az, El, Ro, hl, & h2 Compute
method 2 SA #1 Xoa, Yoa
OoIp OIP & Fig, 14,403 | Az, El Ro, hl, & h2 Compute
method 2 SA #2 Xob, Yob
Method 3 Rg2, Rgl Fig. 13 Theta 1 & Ro, hl, & h2 Compute Ca
Harmonization Theta 2 Cosine Law & Cb
Target T (x,¥,2) Fig. 14,403 | Az, El SA- | Ca& Cb Compute
Location #1 & Az, El | coordinates Target
SA#2 known location
Target SA#l & Directional | Theta, Phi Ro, hi, h2 Compute
Location, SA #2 Cosines Target
Method 2 Location
Fig. 4F
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F1 £. 10 160
Event or Object Target Target
of interest Time Record | Size Size
SET | Start | Stop | Alert | Event | Video [ (Min) (Max)
TBD | TBD Sq. ft Sq. ft.
Man y/n Lio |[L/o L/o 3 8
Child y/n L/o |[L/o L/o 2 3
Small Animal y/n L/o |Llo L/o 1 2
Large Animal | y/n L/o |Llo L/o 8 15
Automobile y/n L/o |L/o L/o 15 25
Small Truck y/n Lo |Llo L/o 15 35
Large Truck y/n L/'o |L/o L/o 15 50
Semi y/n L/o |L/o L/o 15 100
Hazard y/n L/o |L/o L/o > 100
No Video X |na. n.a. X |na. n.a n.a.
Loss of Power X ina. n.a. X [na. n.a n.a.
Camera NUC X {15m na. |na. X n.a n.a.
IR Scene X | At na. |na X X n.a n.a.
Balance NUC
Security Box y/n Pt. size | Pt. Size
Legend
y/n = yes/no y/n
TBD selected Start | Stop
L/o, selection A-D, | A-D A-D
insert L or 0 oro |oro or o
Target Size Default | Default
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Ref. Fig. 9A Fig. 9A Fig. 9A Fig. 9B
Security Zones Zone A Zone B Zone C Custom All
Alert Level (180) x/0 A
Event Level (189) x/o B
Record Level (180) x/0 C
Custom Fig. 9B x/0 D
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INFRARED SECURITY SYSTEM AND
METHOD

RELATED APPLICATIONS

This application claims the benefit of provisional applica-
tion Ser. No. 60/597,048 filed Nov. 7, 2005 to Ball entitled
Infrared Security System (ISS), which is incorporated herein
by reference in its entirety including claims and figures.

BACKGROUND

Security systems using infrared (IR) cameras have been
successfully employed for many years. When the first images
produced in total darkness were demonstrated, the applica-
tion as a night vision security device was obvious to all. This
ability to see at night under unlighted conditions has proved
quite useful. Early systems were based upon a single camera,
and the detection capability was good. They became more
effective when they were combined with a trained operator to
interpret the image scene. The recent trend has been toward
greater automation of these systems using artificial intelli-
gence; and employing expensive high-resolution cameras to
provide greater image detail to analyze potential threats.

Today, IR security systems employ image-processing soft-
ware to automatically detect targets. These sophisticated
algorithms discriminate between true and false targets by
combining low-resolution motion detection with high-reso-
Iution shape recognition. High-resolution IR cameras are
very expensive and cost prohibitive for many applications.
Theresults have been good, but needed improvements in false
alarm detection have been disappointing. In spite of the
progress, these techniques are too expensive and have been
unable to replace the human operator.

Security systems using IR technology are powerful
because of their ability to detect humans (i.e. warm blooded
objects), but they can be fooled by false detections, clutter, or
naturally occurring events in the image scene. Performance is
further reduced by decreased sensitivity resulting from cli-
matic conditions (i.e. fog, rain, snow, dust, etc.) or excessive
range to their targets.

The key to an effective security detection system is mea-
sured by two criteria: (1) the probability of detection of a true
target when present, and (2) the frequency of false alarms of
the system when a true target was not present. The perfect
system is 100% probability for (1) and 0% occurrence for (2).
One approach has been to make the definition of a target of
interest broad enough to ensure all true targets are detected
(100%) and to develop algorithms to detect false targets while
retaining the true targets. Elaborate sets of spatial, motion,
location, and image feature recognition techniques have been
tried, and some are in use today. However, there remains
much room for improvement.

For the foregoing reasons, there is a clear and long felt need
for an IR security system and method that achieves the high-
resolution threat discrimination of newer, more expensive IR
cameras from less costly, low-resolution IR cameras, while
avoiding false alarms due to clutter. Such robust and inexpen-
sive target detection would allow the threat criteria to be
expanded into behavioral observations and activities unat-
tainable by current systems. Full automation, resulting in
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2

elimination of a dedicated human operator while maintaining
high detection probabilities with low false alarm rates, is a
need yet to be satisfied.

SUMMARY

An infrared (IR) security system and method is disclosed
comprising two or more IR cameras directed upon a common
surveillance area. Locations of the cameras and their optical
fields of view are pre-established and stored in a central
computer database. Computer programs harmonize the infor-
mation into a three-dimensional (3D) grid. The camera pro-
cessors perform image processing on the surveillance area to
detect moving objects. Object angular position, size, aspect
ratio, and radiometric intensity are simultaneously transmit-
ted to the central computer. The grid position, physical size,
and inherent electro-magnetic contrast of the objects are com-
puted. These IR signatures are then compared to the target
definitions in the database of IR signatures on pre-defined
threats, and on false alarms if any. Alarm criteria are based on
size, location, and movement over time. When a threat is
determined, the user is notified by text message, image or
video.

The present invention is based upon application of the
principles of an isosceles triangle. Two IR cameras and a
target form the points of the triangle. The known elements of
the triangle are the distance between the two cameras and the
angles between each camera and the target. The algorithms
employed by the present invention are based upon congruent
properties derived from the law of sines, the law of cosines,
directional cosine transformations, and trigonometric func-
tions from Fuclidean Geometry. The range to the target from
each camera is precisely calculated, and the target size is
determined based on its” angular dimensions. The apparent
thermal contrast of the target is measured at each camera, and
the inherent thermal contrast is calculated.

The present invention provides to the user significant cost
savings to meet a given level of security. It is directed to an IR
security system and method that eliminates the need for a
dedicated human operator. The present invention satisfies the
long felt need for an inexpensive way to detect security threats
by using at least two low-resolution IR cameras and logic to
accomplish precise detection of targets that meet strict threat
criteria based on the harmonized information obtained by the
cameras.

Automated surveillance is accomplished by combining
unique properties of simultaneous, independent detection,
independent size correlation, and accurate physical size and
location discrimination of at least two IR cameras. Threat
definition can be expanded to include behavioral characteris-
tics that are discernible by “tracking” a target’s movements
over time creating an IR signature. Typical threat behavior
characteristics are: loitering, stalking, assaults, lying-in-wait
and fleeing.

The present invention includes the interactive use of
secured wireless technology to provide electronic identifica-
tion, which is correlated in real time with IR detection target-
ing. A user, with a wireless hand held device like a video cell
phone, becomes an integral extension of the security system
of the present invention. Rather than monitoring the scene,
however, the user is now only reviewing what the present
invention automatically determines to be a threat, or person of
interest, from pre-determined IR signatures established at
system installation and from use over time. These IR signa-
tures are stored in a database for future reference. For
example, if a detected target, such as a person, is first verified
as a true target, but is not a threat, the person then becomes a
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source of information for initial or continued detection of
events and is stored in the database as such. A person not
having the same IR signature as a known threat can be
reported as such in real time on the cell phone video display.
After viewing this video by the user, if the person represents
an at risk element, as defined by the security requirement, an
IR signature of the person will be stored in the database as a
threat and in the future, an alarm will accompany any video
display matching that IR signature. In this way, the IR secu-
rity system of the present invention learns over time.

The user is now in a position to receive, threat alerts spe-
cific to their real time and location. The user, in this way, can
be kept current, in real time, on the threat as it evolves. The
receipt of images of the threat assists in recognizing the
threat. Alerts provide the time and flexibility to the user to
either confront or avoid the verified threat. A homeowner will
have an accurate status of the security of a home prior to
returning home. This is particularly important since recent
trends indicate that forced entries, car jackings, assaults, and
home invasions are increasingly being directed at homeown-
ers and businesses at the time of return. The security system is
often turned off at this time, which provides the window of
vulnerability.

The system and method defined by this invention is appli-
cable to the detection and recognition of most warm-blooded
animals of all sizes. The threats to farms can take several
forms: humans, animals, or insect swarms feeding on crops.
The discrimination power of the invention allows all human
and animal threats to be detected. Each threat can be handled
differently. Insect swarms would need to take identifiable
shapes or IR signatures. This gives the user real time infor-
mation, specific threat classification (an image), and the lati-
tude to respond accordingly. The response to 500 rabbits
would be different than the response to one rabbit.

The present invention’s many applications provide addi-
tional security to the user by the inherent ability of IR imaging
to monitor the entire scene simultaneously for safety threats
such as fire, excessive heating, etc. The inherent image pro-
cessing of either sensor assembly allows for early detection of
natural hazards, faulty machinery, and other dangers not asso-
ciated with human activity.

DRAWINGS

FIG. 1 is a flow diagram of a preferred embodiment of the
present invention;

FIG. 2 is a block diagram of the example first sensor
assembly (SA #1) 110 of FIG. 1;

FIG. 3 illustrates the types of data stored in the database
150 of FIG. 1;

FIG. 4Ais a diagram of an example Isosceles triangle of the
present invention;

FIG. 4B is a definition of terms and properties of FIG. 4A:

FIG. 4C is an example front isometric and planar side view
of SA #1, SA #2 120 of FIG. 1, angle, and position informa-
tion specific to the user security site;

FIG. 4D is an example isometric drawing of an Offset
Initialization Point (OIP), alternate SA harmonization
method;

FIG. 4E is an example isometric drawing that depicts an
azimuth angle and elevation angle required to compute a
target’s physical location;

FIG. 4F is a table that depicts the relationships (angular and
rectangular reference frames) to principle elements of the
invention, including text and figure identifiers;

FIG. 5 is a block diagram of the database;
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FIG. 6 is a block diagram of the central computer 174, the
database 150, and example simultaneous processing FIG. 1,
170, of N security sites 144;

FIGS. 7A-B are IR image field of view (FOV) representa-
tions of SA #1 and SA #2;

FIG. 8 is a block diagram illustrating a data structure used
for storing information in the database in accordance with
FIG. 3,

FIGS. 9A-B contain views depicting an example surveil-
lance area, and FIG. 9B depicts various paths that an example
object 111 travels for illustration of a security zone violation;

FIG. 10 depicts an example User Menu called a Site Set-up
menu for Target and Threat selections 160 of FIG. 1;

FIG. 11 is a flowchart showing an example alert protocol
including user notification 180 of FIG. 1;

FIGS. 12A-B are IR image FOVs of SA #1 and SA #2
depicting the use of security boxes 119 and 129.

DESCRIPTION

This description begins with definitions of terminology
that will provide a foundation for discussing many alternative
preferred embodiments of the present invention.

DEFINITIONS

Behavioral Algorithms (BA)—The BA consists of the fol-
lowing algorithms: Stalking, Loitering, Lie in wait, Man-
down, and others defined as threat characteristics which can
be developed for each area based upon knowledge of the
particular threat. If the threat at a given site takes a known and
predictable form, the present invention can use real time
target information defined by the user and installed in the
threat definition file to meet user’s particular needs.

Central Computer—used interchangeably with micropro-
cessor. Alternative embodiments contemplated by the present
invention could place the “central computer” anywhere
within its data communications network, forexampleina SA,
at a separate location than the user site, on a PC within the
office of the user site, etc.

Data Communications—can be accomplished by any of
the number of commercially available methods including
wireless, DSL/cable, phone lines, etc. Each method is equiva-
lent in function. For purposes of illustration a wireless pre-
ferred embodiment will be used herein. See FIG. 2. Note that
reference is made to simultaneous processing of input data
transmissions of the SAs to the central computer, and this is
not to be confused with data packaging that occurs in various
data communications protocols like TCP/IP for instance.
What is meant by simultaneous, therefore, in the context of
data communications, is that all SAs may be transmitting
their data packets at the same time, not that each single set of
input data of each SA is transmitted by itself. Rather, the
executive program on the central computer identifies which
sets input data items from the various SAs correspond to one
another based on their common date timestamps and cus-
tomer account IDs. User and customer are synonymous.

Detected Object 111 of FIG. 9B—is defined as an object
that has satisfied the moving object detection requirements of
the user. An object is identified within the SA as Object A
(A=1,2,3,...N) in this example, which indicates that more
than one object can be detected concurrently. Once a moving
object, lets say Object A, is detected, it no longer needs to
move to continue to be tracked, because the image is seg-
mented.

Event—when an object is classified as a Target of Interest,
the classified target has been selected by the user as defined in
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the Target and Threat Definition Menu of FIG. 10. An Event
declaration instructs the ISS system to record time history and
single image records of the Target of Interest without declar-
ing an alert. See FIG. 11.

Executive Program—this term is synonymous with appli-
cation program or computer program and parts of it can run on
any and every microprocessor in an ISS configuration. The
executive program can execute on any standard microproces-
sor in the data communications network and provides the
operational control of each SA to ensure the correct operation
of'each SA. The Executive program provides the commands
to the IRC to: normal operation, perform internal non-unifor-
mity correction (NUC), globe scene balance and operational
integrity. The SA monitors internal power to ensure that the
system can operate using battery power. If the external power
is interrupted, the SA will send a malfunction message indi-
cating loss of power that can be an internal equipment mal-
function or an external assault that disables the SA.

False Alarm Processing (FAP) 160 of FIG. 1 process under
control of the Executive Program used to identify and store IR
signatures classified as false alarms identified by the user
during initial system setup.

Image Processor or 2D Processor or Two Dimensional
Image Processor (2DIP): This is a software program residing
in the SA microprocessor 113 of FIG. 2. It is a common
commercial function that provides real time image process-
ing providing contrast enhancement, object segmentation,
and motion detection in a FOV having moving objects. Once
an object has been segmented, it no longer needs to continue
to move to continue to be tracked, and target information by
the SA will continue to be sent to the central computer. The
present invention adapts this common and standard software
component to accept target information and to provide the
real time video image processing to detect one or more mov-
ing objects in the Image Scene.

Image Scene—the infrared (IR) real time video image that
is produced by the IR camera 112 of FIG. 2 in a sensor
assembly (SA) 110 of FIG. 1 as shown in FIGS. 7A-B, 12A-
B.

IR Camera—an IRC is a component common to all appli-
cations that provides a real time IR image of the surveillance
area to collect and process the information. The IRC is a
staring focal plane array operating at room temperature. The
IRC performs periodic automatic internal maintenance con-
sisting of non-uniformity detector gain and offset correction,
neighborhood pixel averaging to eliminate dead or out of
specification detectors. The output of the IRC is both analog
RS-170 composite video for real time display and a digital
data bus for digital pixel data. The IRC is adapted to perform
common scene balancing with a second IRC to facilitate the
balancing of the IR data desirable for the common object
processing and correlation performed by the present inven-
tion. The balancing of the common IR scenes produces a
radiometer capability, where the radiometric information is to
a common relative base, not in absolute units of electro-
magnetic units of emission.

Infrared Security System (ISS)—another term used inter-
changeably with “the present invention”.

Loitering—the length of time a target remains in the Sur-
veillance security area defines loitering. The track file by
using the precise features of the invention can maintain the
accurate track of individual targets in a target rich environ-
ment. The user selects a maximum time allowed in the sur-
veillance area before declaring an alarm.

Microprocessor (synonymous with central computer and
image processor) 113 of FIG. 2, 174 of FIG. 6—the Image
Processor provides several functions including 2DIP, pro-
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cessing SA Input Data, and Moving Object Detection (an
image processing algorithm that detects moving objects by a
three step process of: Scene Enhancement, Scene segmenta-
tion, and Object relative movement over time).

Lying-in-wait (LIW)—defined as a target remaining in a
stationary position for a period of time selected by the user.

Man-down—the present invention provides the target
aspect as well as size. In some security applications a true
target may assume a prone position would be sufficient reason
to sound an alarm. This could be a sickness or injury, all
possibly sufficient reasons to sound an alarm.

Object Relative Motion—is calculated by observing the
segmented object over a period of time comprising many
frames of the Image Scene. The determination of movement
can be made with as few as 8 frames since each frame is
approximately Yo of a second or as many as several hundred
frames over a period of minutes.

Optical A-Focal—establishes the SA FOV by its focal
length. The OAF comes in different focal lengths to best
accommodate the requirements of the security site (size of
area, distance between observation points (SAs), targets of
interest, etc). The OAF images the external spatial field on to
the IRC focal plane. A-Focal lens typically have small error
between the actual spatial angle and the imaged angle on the
focal plane. These errors are asymmetrical and polar. A table
look up is used to correct the angular positional information
of'detected objects. The present invention will use a 30 degree
(vertical) by 40 degree (horizontal) FOV; see FIGS. 7A-B.

Scene Enhancement—a process where a percentage of the
whitest picture elements (pixels) are assigned a binary value
of “1”, and the balance is given a binary value of “0”.

Scene Segmentation—is accomplished by identifying all
groups of pixels that contain all “1””’s, enclosed by all “0”’s, so
the object is separated or segmented from the background.

Security Box—an area designated by FOV coordinates as
shown in FIGS. 12A-B for protection of a SA itself.

Sensor Assembly—the SA consists of base components
and optional components. See FIG. 2. The base components
are: an IR Camera, an image processor executing its programs
ona microprocessor, and a Wireless Transmitter and Receiver
(WT/R). Other elements of the SA not shown are a power
supply including a battery; the WT/R could be replaced with
a fiber optics transmitter/receiver FOT/R, Coaxial Data Bus,
satellite communications (SATcom), or a MM W/Microwave
communications link. The SA in some applications may
incorporate a Global Positioning System (GPS) receiver, and
Solar Panels. Solar panels are required where electrical power
is not available. GPS may be incorporated to provide auto-
matic calculations for a rapid deployment set-up of ISS. The
GPS may be a separate portable unit used only for set-up and
calibration or an element of the SA.

SA Input Data—the digital data that describes a detected
object into a standard format required by the Central Com-
puter. The SA Input Data identifies time, site and sensor 1D,
and Object Data. See FIG. 5 for data and FIG. 4C for defini-
tions. The location is defined as a specific security site and
surveillance security area. The time code is a universal syn-
chronized between the SAs and on the same time standard for
the Central Computer. The quantitative data of the object
consists of the center of the object with respect to the center-
line of the IRC FOV. See FIG. 7. Center point being (0, 0)
degrees. Orientation is vertical is the y direction and horizon-
tal is the x direction. The angles x and y are in degrees. See
FIG. 5. The other terms are the spatial area of the object, the
object Aspect and the average Apparent Intensity of the
Object (AIO). All input data is identified for each SA by the
SA’sunique ID number. The Objectis defined by a number of
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discrete Pixels on the IRC image plane. These Pixels that
make up the Object are summed and averaged, and that value
is used.

Stalking—The movement of the target over time that
results in loss of tracking by one or more SAs at the site may
indicate the target is moving from one concealed position to
another. The present invention uses the physical characteris-
tics of the target (i.e. actual size and inherent thermal radia-
tion) to maintain track by a single SA or to re-acquire the
target by matching the old target with a new target in a
location and time window. The user selects loss of track rate
as the criteria for declaring an alert.

Surveillance Security Area (SCA)—the Surveillance Area
is defined by the projection of the IR camera’s field-of-view
(FOV) on to the area designated for surveillance. See FIG.
9A. This area is defined by two regions, Dual FOV and Single
FOV. The Dual FOV is the region of the two IR Cameras’
over-lap, designated “Zone A” in FIG. 9A. Full 3D calcula-
tions cannot be accomplished until the object enters Zone A.
See FIG. 9B. Once the object has entered this region, the
central computer receives information from both SA #1 and
SA #2 to perform target classification. Once an object has
entered Zone A and has been classified as a target, the target
is tracked in Zones A, B, and C, whether it is moving or
stationary.

Target—is defined as a detected object 111 of FIG. 9B that
meets a specific size criterion FIG. 10 and is classified as
within a user selected target group.

Target of Interest—a true target is defined as an object that
meets the specific size criterion, and or other specified criteria
and as such is designated by the Target Definition_File as a
potential Threat FIG. 10. A true target contains 100% of the
designated threat as well and could contain other objects that
meet the established criteria. The user may select a tighter or
more precise size criterion to reduce the false target classifi-
cation at the risk of missing a true target.

Target Definition File (TDF)—The TDF is input to the
central computer either by an application program running on
a desktop computer, or through an Internet application, with
a unique customer account access code for the specific user
site. Each security site uses a Target and Threat Definition
Menu, FIG. 10, which allows the user to tailor the ISS to the
it’s specific requirements. The user can identify multiple tar-
gets, different threat criterion, and different levels of response
for each target identified. As required, the user may modify
criteria or add new unique targets to meets the needs of each
security site.

Target Track File (TTF)—when a true target has been
established the true target is assigned to the surveillance
area’s Target Track file. The TTF tracks the target’s position
in the surveillance area for as long as the target can be tracked.
The present invention maintains track of the target, which
allows for sensor data drop outs, single sensor tracking, and
re-establishing target identification using precise target infor-
mation of actual size, location and thermal contrast. Behav-
ioral Algorithms use target position over time and target char-
acteristics to determine which, if any, alert should apply.

Threat—defined as a True Target that meets the Threat
Definition.

Threat Definition (TD)—the TD, or IR signatures classi-
fied as threats, is input to the Central Computer at system
setup resulting in file 1605 of FIG. 1 and establishes the
criteria required to determine 170 if a true target is a threat. An
Alert is declared if the true target meets or exceeds the threat
definition. See FIG. 11. The criterion for an alert is estab-
lished by the user by filling in the appropriate information as
shown in FIG. 10. The detection of a true target in all or some
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portion of the surveillance area as specified is sufficient to
declare either a full Alert or an Event to record for future
review. An alert may also be determined by the Target Track-
_File. The TTF observes the target over time as long as the
target remains in the surveillance area. Behavioral character-
istics detected over time may be used to identify threats.

Threat Image Processing (TIP) 180 of FIG. 1—The SA
receives a command from the Central Computer requesting
that real time images be formatted and transmitted to the user
by an SA. The transmission of processed images depends
upon the bandwidth of the data link and the resolution of the
display system at the command and control site. See FIG. 11.
The lowest bandwidth and least complex of the threat display
is the cell-phone connection with Text Paging. A slightly
higher complexity level is the same cell-phone with still
image display capability. And an even more complex level is
cell-phone video.

Three or More IR Cameras—the present invention may
require the use of three or more SAs to cover a surveillance
area. In this case, each pair of SAs could form a system, or
groups of SAs can be situated to monitor vast areas in length
or which may be circuitous in shape. Any combination of
pairs, groups, or indeed, individual SAs in a configuration are
contemplated. Therefore a Tri-SA net would consist of 3 or
more pair of SAs. The need for more than one IR camera pair
is a requirement of redundancy for many critical applications.
A preferred embodiment further contemplated by the present
invention involves securing a surveillance area along a long
winding fence, over harsh terrain, or under conditions of
excessive clutter from large fixed objects.

3D Algorithm Processing (3DAP)—The present invention
processes input data 140 of FIG. 1 to produce accurate infor-
mation on target location, target size, and target thermal char-
acteristics. The 3DAP algorithms consist of using the site
harmonization information 160 of FIG. 1 160a of FIG. 3, and
real time target information to compute 170 of FIG. 1, 170a of
FIG. 3, target location, target size, and target thermal charac-
teristics creating computed IR signatures. See FIG. 4A, 4B,
4C, FIG. 5, and FIG. 7. There are three basic algorithms that
are used. Each algorithm has properties that provide flexibil-
ity as a function of variables at the site and associated with the
target. Therefore, the 3DAP processing employs all three of
the processing methods. Based upon the prevailing condi-
tions, and the information obtained during processing, the
relative weight of the computed information can be re-dis-
tributed to optimize the solution. The 3 independent algo-
rithm solutions are: (a) Isosceles Triangle (IT), (b) Direction
Cosine Vector Transformation (DCVT), and (c) Finite
Dimensional Analysis (FDA):

(a) The IT method uses a triangle formed by the two SAs (two
points) and the target third point). See FIG. 4A.

(b) The DCVT method utilizes the slant range to the target Rs
FIG. 4C and the dependent variable. The Rs is resolved
through the SA polar angles to yield the three orthogonal
vectors Xo, Yo, and Zo. Since Zo is equal to the height of SA
(h) above ground, the solutions to all of the vectors can be
computed by multiplying (h/Zo). This allows the slant range
to the target to be computed for both Sensor assemblies.

(c) FDA is used where a geometric solid is computed based
upon the volume subtended by the target angle to the SA. This
cone shaped volume has a centerline axis defined by the polar
angles at the SA (Theta and Phi). The volume in object space
is compared to the volume produced by the second SA look-
ing at the same target. The FDA algorithm convolves the two
all-possible 3D solutions into the infinite elements that
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occupy the space. The resulting composite, is a three dimen-
sional image of'the target, that is located on the common grid.
IT, DCVT and the FDA methods all yield the same target
detection information in a imaginary perfect environment
free of data errors and background noise. Each method is
sensitive to certain kinds of systemic errors, and each method
has relative immunity to other errors. The strong and weak
points of the different methods are: DCVT is very adept at
sorting out a target rich environment. The DCVT process
allows matching of a large number of moving objects from the
two SAs. The projection of the data from the height vector is
subject to large errors resulting from small errors in the height
vector or the actual target incident angle. The incident angle is
the angle between the target and the horizon. The best closed-
form solution is IT, where the error sources are minimized.
This property results from an accurate knowledge of the Ro
range component. See FIG. 4C. Errors in target size and
location are very small. The solution is best with small targets
of finite depth (i.e. people as opposed to cars or trucks). The
IT method is used as the preferred method for setting up the
surveillance grid because it internally identifies the two points
of the isosceles triangle by inspection of the images (i.e. SA
#1 IRC cansee SA #2 in its FOV, and the IRC of SA #2 can see
SA #1 in its FOV establishing the reference points for the
isosceles triangle). If the area that requires surveillance is
sufficiently displaced from the line between SA #1 and SA #2,
this method cannot be used. In that case an Offset Initializa-
tion Point (OIP) is used to establish the two points of the
isosceles triangle. The distance between the bases of SA #1,
SA #2 and the OIP is measured. From these two distances and
Ro one can apply the Law of Cosines to compute the angular
position of SA #2 in the IR image of SA #1, and the angular
position of SA #1 in the IR image of SA #2. This allows any
point in the IR image FOV of SA #2 to be described by two
polar angles (Theta2 also referred to as ThetaB, which is a
second angle theta of SA #2, and Phi2 also referred to as PhiB,
which is a second angle phi of SA #2, of FIGS. 4C-E) with
respect to the actual spatial position of SA #1. The same
information for Thetal also referred to as ThetaA (a first
angle theta of SA #1) and Phil also referred to as PhiA (a first
angle Phi of SA #1) of FIGS. 4C-E are available from SA #2.
Thus, the Law of Sines can be used in the same way as above
to compute very accurate slant vectors, RS1 and RS2. See
FIGS. 4A-C. Because SA #1 (110) & SA #2 (120) lie in the
same plane defined by cardinal points (120), (110), and OIPin
FIG. 4D, Phi is the same for both SAs. Once the OIP location
is established, the Azimuth & FElevation angles of the OIP
with respect to the centerline FOV point Ca (401) for SA #1
(110) and centerline FOV point Cb (402) for SA #2 (120) can
be used to compute the grid locations (Xoa, Yoa) for SA #1
(110) & (Xob, Yob) for SA #2 (120). The point (403) in FIG.
14 is an arbitrary common reference point that has been used
to show how Harmonization can be performed using the polar
angles from SA #1 and SA #2, or using the target’s Azimuth
& Elevation angles (defined in FIGS. 7A-B) to compute target
grid location. The FDA method is particularly useful when
the target has significant depth. The SA cameras tend to see
mostly the ends of a target. The IT method assumes zero
width (or a negligibly small width), unless additional infor-
mation is provided. The FDA produces volume and shape
information that could be used to match against known tar-
gets. The DCVT method yields the depth of the target directly,
but is subject to error propagation. Where the data from the
FDA and DCVT suggests the target may have significant
depth and it can be assumed the target is on a horizontal plane
with the base of the sensor, the IT method can also be used to
introduce a target width vector W. The W estimate can be
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determined by reducing the Ro vector by the value W until the
RS1 and RS2 vector coincide with the horizontal plane. In
general, the most accurate measurement is produced by the IT
method and shall be used herein.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the description that follows, like parts are marked
throughout the specification and drawings with the same ref-
erence numerals, respectively. In some instances, proportions
have been exaggerated and are not to scale in order to more
clearly depict certain features of the invention. In particular
the height dimensions hl and h2 are exaggerated in FIGS.
4C-E, 7A-B and 12A-B.

A preferred embodiment of the present invention, hereafter
called ISS, is depicted in FIG. 1 and could include any num-
ber of SAs or pairs of SAs, however, a single pair installation
will be described herein for simplicity. FIG. 1 shows the ISS
system in its most comprehensive form. Real time moving
objectinformation is gathered by the SAs 110 and 120 of FIG.
1. This data FIG. 2, 1404 came from the detected image from
an IR camera 112 and its image processor 113, then was
transmitted 114 to a central computer FIG. 6, 174 and edited
by an executive program FIG. 1, 170 and stored in the data-
base 150 of FIGS. 1, 3, 6, 8. At the time that ISS was installed
at the security site, information was manually input to the
database, preferably via the Internet. This installation and
operational set-up, or installation, is determined by the user
through its selections from a User Menu for Target and Threat
selections 160 under control or the executive program. It
includes site harmonization data FIG. 3, 160q, target and
threat data 1604, the alert protocol selected 160c¢, and false
alarm data 160d, if any. The ISS executive program 170
computes IR signatures from real time input data FIG. 1, FIG.
3, 140, 142 and optionally stores the computed IR signature
data 170a into the database if it matches pre-defined IR sig-
natures classified as threats 1605, and does not match IR
signatures classified as false alarms 160d and any other user
criteria that may be required for storing computed IR signa-
tures. If a threat is detected, the ISS system notifies the User
180 FIG. 1, FIG. 11 in accordance with alert protocol, 160c of
FIG. 3, specified. The operation depicted by FIG. 1 shows the
essential flow of data from sensor to an alert status without
regard to architecture or allocation of functions to a particular
location or the method of transmitting data by form or con-
tent. Any embodiment can depict these items in terms of
specific forms and configurations that are defined by the user,
but they represent identical functionality of ISS. FIG. 6
depicts example reference numerals 144a, 1445, 144¢, 144N,
160N, 164N and 174N that represent a preferred central com-
puter complex supporting any number of customer configu-
rations. These are based on SA paired configurations, how-
ever another embodiment ISS contemplates many SAs
making up a group focused on a common surveillance area
whereupon, for example, third, fourth and fifth SAs all trans-
mit their sets of input data having a third, fourth and fifth
azimuth and elevation angles, etc., along with corresponding
SA harmonization among the group. In such a preferred
embodiment of ISS, the number of SAs making up a group is
unlimited, based on user requirements.

FIG. 4A provides a progressive view of an isosceles tri-
angle that is first mapped into the surveillance area, then it is
orientated to define one SA location, and then a second SA
location. FIG. 4A defines the coordinate points of Co (see
FIG. 4A), Ca (see F1G. 4E, 401, FIG. 12A), and Cb (see FIG.
4E, 402, FI1G. 12B). FIG. 4B provides the definition of the






